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Mo, Time Source Destination Protocal Length info
28 4. 192.168.0.14 54.65.186.85 HTTP 952 POST /logs/crash.report HTTP/1.1 (applica-
30 4. 54.65.186.85 192.168.8.14 HTTP 239 HTTP/1.1 201 Created
61 B. 192.168.0.14 203.184.249,195 HTTP 1458 POST /load/check HTTP/1.1 (application/x-—
63 8. 203.104,249.195 192.168.0.14 HTTP 515 HTTP/1.1 208 OK (application/x-msgpack)

192.168.8.14 119, 287.65.168

315 GET /d1/10@15450/manifests/all_dbmanifest

[} 77 119.207.65.168 192.168.0.14 HTTP 858
91 9. 192.168.0.14 119.207.65.168 HTTP 889
99 9. 192,168.9.14 203.104.249.195 HTTP 1458

181 9. 192.168.8.14 52.68.236.30 HTTP 992
184 9. 52.68.236.30 192.168.8.14 HTTP 181
187 9. 119.2087.65.168 192.168.8.14 HTTP 232
138 9. 203.104.249.195 192.168.8.14 HTTP 147
152 1. 192.168.8.14 203.184.249,195 HTTP 131
154 1. 203.104,249.195 192.168.0.14 HTTP 515
167 1. 192.168.0.14 2083.104.249.195 HTTP 519
202 1. 203.104.249.195 192,168,0.14 HTTP

"% Frame 75: 315 bytes on wire (2520 bits),

HTTP/1.1 280 OK (text/plain
POST /api/vl/Session?APP_ID=6BLINSTALL ID=_
POST /load/index HTTP/1.1 (application/x-—

POST /fax/analytics HTTP/1.1 (application.
HTTP/1.1 208 OK

HTTP/1.1 208 OK

HTTP/1.1 200 OK (application/x-msgpack])

POST /migration/index HTTP/1.1 (applicati_
HTTP/1.1 208 OK (application/x-msgpack}
GET /information/index?type=1 HTTP/1.1
_HTTP/1.1 200 0K _(text/html)

315 bytes captured (2528 bits) on interface @

» Ethernet II, Src: Apple_cd:75:1d (a4:5e:6@:cd:75:1d), Dst: EfmNetwo_B8c:B9:bc (90:9f:33:8c:89:bc)

» Internet Protocol Version 4, Src:

192.168.9.14 (192.168.0.14), Dst: 119.207.65.168 (119.207.65.168)

Seq: 1, Ack: 1, Len: 249
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» Transamission c:mtrcl Protocol, Src Port: 56848 (5684@), Dst Port: 8@ (8@),
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LN DB Browser for SQLite - [Users/sapphire/D Android_AHigh_SLow
 New Database 5 Open Database Write Changes . Aovert Changes
Database Structure Edit Pragmas Execute SQL
Teble: || manifests [ & | 4 New Record Delete Record
name hash attr category decrypt_key
1 3d_chara_body_... | e186b6GeBlee2d... 1 | avery
2 3d_chara_body_... | 83115530a68c30... | 1 every
3 3d_chara_body_... |1c?m7mr.. | 1 every
4 3d_chara_body_... |25n|a|wesmsu... | 1 every
5 3d_chara_body_... | cOBYIGN1B2dTT2... ;t avery
6 3d_chara_body_... |oaulmm | 1 avery
7 3d_chara_body_... ia\m«lmm... 1 | avery
B 3d_chara_body_... | JaTeedd2060486... | 1 | avery
8 3d_chara_body_... | 383aB47b0ch5b1... | 1 | avery
k| < 1-90f14257 > | = Go to: L
UTF-8

FIGURE 2. 42 192 DB

lll. Unpacking
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@ @ DB B for SQLite - jU: D loads;! ge/ mdb
(; New Database 5 Open Database | Write Changes & Revert Changes
Browse Data Edit Pragmas Execute SQL
| | Create Table Moty Table | Delate Table
v || Tables (119)
» || atapon_bet_rate CREATE TABLE 'atapon_bet_rate' (‘bet_type_it
» | | atapon_detail CREATE TABLE 'atapon_detail' (id' INTEGER |
» | | atapon_item_num_rate CREATE TABLE 'atapon_item_num_rate' ('cost
» || atapon_point_rank_disp CREATE TABLE 'atapon_point_rank_disp' (d’ |
» | | atapon_point_rank_reward CREATE TABLE 'atapon_point_rank_reward' (i
» || atapon_paint_reward CREATE TABLE 'atapon_point_reward' (id' INT
» | | atapon_score_rank_disp CREATE TABLE 'atapon_score_rank_disp’ (id"
» || atapon_score_rank_reward CREATE TABLE ‘atapon_score_rank_reward'
» | | atapon_story_detail CREATE TABLE 'atapon_story_detail' (id' INTE
» | | available_time_type CREATE TABLE ‘available_time_type' (‘availab
» | | banner CREATE TABLE ‘banner’ (‘banner_id" INTEGEF
» || campaign_bonus CREATE TABLE ‘campaign_bonus' (id’ INTEGI
» | | caravan_data CREATE TABLE ‘caravan_data' ('event_id' INTI
» | caravan_detail CREATE TABLE ‘caravan_detail' ('event_id' IN
» | | card_comments CREATE TABLE ‘card_comments’ (id' INTEGE
» | card_data CREATE TABLE ‘card_data' (id' INTEGER NO
» | | card_evolve_item CREATE TABLE 'eel\d evolveJhem ('evolve_ty
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FIGURE 3. master.mdb
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View  Zoom Formula Table Chart  Text  Shape Media Comment Share  Tips Format Sort & Filter
-+ Sheet 1
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1 [ name | chara_id r-lymm_mMM_Hlﬁu_ﬂ pose place evolution_
2 | 100001 | BHINA 101 3 1 0 100002 100001 1 1
3 | 100002 BHINE + 101 4 1 0 0 100001 2 2
4 | 100003 FEHAE 102 1 1 0 100004 100003 1 1
5 | 100004 FHEE+ 102 2 1 0 0 100003 2 2
& | 100005 HEZERD 107 1 1 0 100006 100005 1 1
7 | 100006 | IHEERD + 107 2 1 0 0 100005 2 2
8 | 100007 | =HHETF 108 1 1 0 100008 100007 1 1
9 | 100008 =HOET + 108 2 1 0 0 100007 2 2
10| 100009 | Bl 109 1 1 0 100010 100009 1 1
SUM 109,383,798 AVERAGE _ 200,336.6282... MIN 100,001 NAX 320,226 COUNTA 1,094 >4
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IV. Decoding
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V. Conclusion
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